Youth Programs Active Shooter Response Plan

733 FSS/FSYY
Joint Base Langley/Eustis
Fort Eustis, Virginia 23604

Standard Operating Procedures for
Active Shooter Incidents

1. Purpose. This SOP establishes procedures and plan of action to be followed in the
event of an Active Shooter incident in the buildings belonging to Youth Programs,
B1102.

2. Applicability. This SOP applies to all personnel within Youth Programs.

3. Availability. This SOP is available in a copy is also in the JSTO binder and
Emergency Response Plan Binder.

4. References:

a. Active Shooter Pamphlet: (Attachment 1) Active Shooter Pamphlet is required
to be available within the workplace. The Active Shooter Pamphlet is located
in the administrative area and on the safety board located in the staff lounge.

b. Active Shooter Pocket Card: (Attachment 2) is required to be available within
the workplace. The Active Shooter Pamphlet is located in the ad ministrative
area and on the safety board located in the staff lounge or at
https://www.dhs.gov/private-citizen.

c. Active Shooter How to Respond Booklet: (Attachment 3) is required to be
available within the workplace. The Active Shooter Pamphlet is located in the
administrative area and on the safety board located in the staff lounge or at
hitps://www.dhs.gov/private-citizen.

d. Pathway to Violence Fact Sheet: (Attachment 4) is required to be available
within the workplace. The Pathway to Violence Fact Sheet in the
administrative area and on the safety board located in the staff lounge or at
https://www.dhs.gov/private-citizen.

5. General.

a. An active shooter is described as a suspect(s) who causes death and/or serious
bodily injury through the use of a firearm. It is a situation that usually evolves

> F O R CE




rapid response and immediate deployment of law enforcement to terminate the
life-threatening situation.

b. An “active shooter” is an individual who is engaged in killing or attempting to
kill people in a confined and populated area; in most cases, active shooters use
firearms(s) and there is no pattern or method to their selection of victims.

¢. Immediate deployment will involve the first officers on the scene taking
aggressive action to find the suspect(s) and stop the killing. Emergency medical
team may also be on the scene.

6. Responsibilities.
a. All personnel will:

(1) RUN
(a) Have an escape route and plan in mind.
(b) Leave your belongings behind.
(c) Evacuate regardless of whether others agree to follow.
(d) Help others escape, if possible.
(e) Do not attempt to move the wounded.
(f) Prevent others from entering an area where the active shooter may be.
(g) Keep your hands visible.

(h) As you exit the building, remain calm, keep your hands above your head and
listen for instructions that may be given by police officers on the outside. If you
receive no instructions, proceed to your evacuation assembly point. Evacuation
Point for my building is General Smalls Inn. If officers have not arrived on scene
yet and the shooter is known to the organization (ie an employee or assigned
Soldier familiar with evacuation point), do not evacuate to the evacuation point
listed in this plan as this area may be booby trapped or the shooter may move to
that area knowing a large number of people will gather there. Instead proceed to a
bldg or area which provides for the most cover and concealment. When you are
absolutely certain the incident is over (you will hear an announcement over Giant
Voice) return to your designated evacuation point for accountability.

(i) Call 911 when you are safe, determine your escape route and know where to
evacuate. (Check with your supervisor or safety officer if you are unsure.).

(2) HIDE (only if you have no viable escape route)
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(a) Hide in an area out of the shooter’s view.
(b) Lock door or block entry to your hiding place.
(c) Silence your cell phone (including vibrate mode) and remain quiet.

(d) If you cannot find an escape route, remain calm, lie on the floor or under a
desk and remain silent. Wait for the police to come and find you. Do not open
unlocked doors until you can verify identity of personnel requesting entry.

(e) If you have the opportunity, call 911 or 878-4555. If you can't speak, leave the
line open so police can hear what's going on.

(3) FIGHT
(a) Fight as a last resort and only when your life is in imminent danger.
(b) Attempt to incapacitate the shooter.
(c) Act with as much physical aggression as possible.
(d) Improvise weapons or throw items at the active shooter.
(e) Commit to your actions, your life depends on it.

(4) If you have the opportunity, call 911 to report your name, location, and what you
know about the situation in the immediate area. Provide as much information as possible
concerning the shooter to include, your location, number of shooters, type of weapons or
explosions, shooter's location and direction of movement and shooter's description.

7. Law Enforcement Actions

a. If an officer points a firearm at you, please try to remain calm. Make no
movement that may cause the officer to mistake your actions for a threat.

b. Be aware that law enforcement officers arriving on the scene may not
immediately treat wounded personnel as they attempt to locate and disable the
shooter. Do not be alarmed by this. As soon as the threat is neutralized aid will be

rendered.

8. Communication - During an active shooter event you will receive a message over
your computer system and/or over giant voice with the following message:
LOCKDOWN — ACTIVE SHOOTER HAS ENTERED THE AREA-LOCKDOWN.

9, Lock Down




a. During lockdown all windows and doors will be secured. Personnel will remain
away from doors and windows. Lights and cell phone ringers will be turned off.

b. No one will leave the lockdown facility until the lockdown has been cleared by
an official email from the installation or by the giant voice. BE CAREFUL as
rumors re: lockdown status will circulate. Wait for the official notice for your
safety.

10. Accountability — The most senior person in the work area will take accountability of
all personnel within their area (regardless of unit of assignment) and report accountability
per the JBLE Accountability Plan.

11. This memorandum must be read and reviewed annually by all 733 FSS personnel. In
the event of an incident involving a shooter, Youth Programs employees will instruct
those customers who are in the area on what to do.

/lloriginal signed///

Billie L. Hogan

YOUTH PROGRAMS DIRECTOR
JBLE-EUSTIS, VA 23604
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When law enforcement arrives:

® Remain calm and follow instructions

® Drop items in your hands (e.g., bags, jackets)
BWaise hands and spreacd fingers

@ Keep hands visible at all times i
@ Avold quick movements toward officers, such as
holding on to them for safety

® Avoid pointing, screaming or yelling

® Do not ask questions when evacuating

Information to provide to 911 operations
® |Location of the active shooter

® MNurnmber of shooters

® Physical descrption of shooters

® Number and type of weapons shooter has
® Number of poteritial victims at location

For questions or additional assistance contact:
Your local law enforcement authotities or FEI Field office

Department of Homeland Security
3801 Nebraska Ave, NW
Washington, DC 20528

ACTIVE
SHOOTER EVENT

QUICK REFERENCE GUIDE

An "active shooter” is an individual who is
engaged in killing or attempting to kil
people in a confined and populated area; in
most cases, active shooters use firearms(s)
and there is no pattern or method to their
selection of victims.

(=

 Victims are selected at random

i Event is unpredictable and evolves quickly
Knowing what to do can save lives




ACTIVE SHOOTER EVENTS
When an Active Shooter is in your vicinity,
you must be prepared both mentally and
physically to deal with the situation.

o]l Pl H T e e ila i s (o

@ FFight as a last resort and only when your
life is in imminent danger

® Attermpt to incapacitate the shooter

You have three options: @® Act with as much physical aggression as
possible
RSO R St R e R e e T — e ——
® Have an escape route and plan in mind active shooter
® Leave your belongings behinc ® Commit to your actions . . . your life
depends on it

® Evacuate regardiess of whether others
agree to follow

@ Help others escape, if possible
® Do not attermpt to move the wounded

® Prevent others from entering an area

whera the active shaater may be The first officers to arrive on scene will not

stop to help the injured. Expect rescue
teams o follow initial officers. These rescue
® Call 811 when you are safe teams will treat and remove injured,

® Keep your hands visible

Onee you have reached a safe location, you

EMipEREe S s s e e S will likely be held in that area by law

enforcement until the situation is under
control, ancl all withesses have been
identified and questioned Do not leave the

@ Silence your cell phone (including vibrate area urtil law enforcement authorities have
mode) and remalin quiet
instructed you to do so.

® Hide in an area out of the shooter’s view

® |_ock door or block entry to your hicding place

(Attachment 1)




Lockdown vs Shelter-In-Place

KNOW THE TERMS AND THE DIFF-EREI‘%CES

e “Lockdown™ Used in an Active Shooter Scenario

e “Shelter-In-Place”: Used when a toxic cloud is
floating over the installation

l

AtHoc (Computer notifications) and Giant Voice will
be used to notify personnel for both incidents

Contact SFS for more information and training on Ac-
tive Shooter/Lockdown procedures

Contact Emergency Management for more infor-
mation and training on Shelter-In-Place procedures

633 CES/CEX
Langley 787-764-484()
Eustis 757-878-6083

Lockdown vs Shelter-In-Place

Shelter-In-Place (SIP) Procedures

All personnel move to SIP room

o Turn off ventilation if possible

e Seal windows and doors with materials from SIP kit

e Stay in place until notified by Giant Voice or proper
authorities

o Implement Lockdown upon hearing shots or when di-

rected

s Entire installation will be locked down for any incident

e All Personnel must restrict movement

e Ifin a building stay there and secure doors and win-
dows

e No movement between areas until the all clear issued

See Reverse for Detailed Active
Shooter Procedures

KENOW THE TERMS AND THE DIF FEREI\%CES

o “Lockdown™ Used in an Active Shooter Scenario

s “Shelter-In-Place™: Used when a toxic cloud is
floating over the installation

|
AtHoc (Computer notitications) and Giant Voice will
be used to notify personnel for both incidents

Contact SFS for more information and training on Ac-
tive Shooter/Lockdown procedures

Contact Emergency Management for more infor-
mation and training on Shelter-In-Place procedures

633 CES/CEX

Langley 757-764-4840
Lustis 757-878-6085

All personnel move to SIP room
o Tumn off ventilation if possible
e  Secal windows and doors with materials from SIP kit

e Stay in place until notified by Giant Voice or proper
authorities

e Implement Lockdown upon hearing shots or when di-
rected

= Entire installation will be locked down for any incident
e All Personnel must restrict movement

e If in a building stay there and secure doors and win-
dows

s No movement between areas until the all clear issued

See Reverse for Detailed Active

Shooter Procedures

(Attachment 2)
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ACTIVE SHOOTER REPONSE

WHEN AN ACTIVE SHOOTER IS IN YOUR |
VICINITY F
1. Run
s  Have an escape route and plan in mind
o Leave your belongings
¢ Keep your hands visible
o Hide in an area out of the shooter’s view
e Block entry to your hiding place and lock the doors

e Silence your cell phone or mobile device

©  As a last resort and only when your life is in imminent
danger

o Attempt to incapacitate the shooter

e Act with physical aggression and throw items at the
active shooter

L9111 W

WHEN AN ACTIVE SHOOTER IS IN YOUR |
VICINITY !

L. Run
e Have an escape route and plan in mind

» Leave your belongings

o Keep vour hands visible

e Hide in an area out of the shooter’s view

e Block entry to your hiding place and lock the doors

»  Silence your cell phone or mobile device

3. Fight
o As alast resort and only when your life is in imminent
danger

e Attempt to incapacitate the shooter

o Act with physical aggression and throw items at the
active shooter

CALL 911 WHENIT IS SAFE TO DO 50

ACTIVE SHOOTER RESPONSE
WHEN LAW ENFORCEMENT ARRIVES
s Remain calm and follow instructions

s Put down any items in your hands (e.g. bags, jackets)

Raise hands and spread fingers, keep hands visible at
all times

Avoid quick movements toward officers such as hold-
ing on to them for safety

Avoid pointing, screaming or yelling

Do not stop to ask officers for help or directions when
evacuatin,

YOU SHOULD PROVIDE TO LAW ENFORCEMENT OR 911
OPERATOR

e Location and number of the active shooters
e Physical description of shooters
e Number and type of weapons held by shooters

Number of potential victims at the location

ACTIVE SHOOTER RESPONSE
WHEN LAW ENFORCEMENT ARRIVES

e Remain calm and follow insiructions
e  Put down any items in your hands (e.g. bags. jackets)

e Raise hands and spread fingers, keep hands visible at
all times

= Avoid quick movements toward officers such as hold-
ing on to them for safety

e Avoid pointing, screaming or yelling

e Do not stop to ask officers for help or directions when
evacuatin,

YOU SHOULD PROVIDE TO LAW ENFORCEMENT OR 911
OPERATOR

e Location and number of the active shooters

e  Physical description of shooters

e Number and type of weapons held by shooters

o Number of potential victims at the location

(Attachment 2)
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ACTIVE SHOOTER
HOW TO RESPOND

(Attachment 3)
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Emergency Numbers

EMERGENCY SERVICES: 9-1-1

Locar Emercency InrorMATION LINE:

Locar Pource DEPARTMENT:

Locar Fire DepARTMENT!

Locar Hosprrav:

Loeac FBI Freep Orrice:

Facrary SecuriTy:

Facmwary Appress:

Froor: Surre/Roou;

COFFICE #:

(Attachment 3)




PROFH E OF AN ACTIVE SHOOTER

r attempting

rentally and physic

Good practices for coping with an
active shooter situation

Be aware of your environment and any
possible dangers

Take note of the two nearest exits in any
facility you visit

If you are in an coffice. stay there and
secure the door

I you are in a hallway, get into a room
and secure the door

As a last resort, attempt fo take the active
shooter down. When the shooter is at
close range and you cannot flee, your
chance of survival i1s much greater if you
try to incapacitate himher.

CALL911
WHEN IT IS SAFE TO DO SO!

(Attachment 3)




HOW TO RESPOND WHEN AN ACTIVE SHOOTER IS IN YOUR
A ICINTTY

wa e Kemember that
customers and ¢lients ars

tetive shooter siuation

1. RUN

I thete is an aceessible escape path, attempt to ey acuate the pren
* Have an escape route 1 plan m manct
+ Bvacuate regardless of whether others ag
your belongings by
others escape. 1i possible
b inchv iduals from emenng an area where the ¢ shooter may b

e vour Bands vigihi

v the instructions of any palice officers
vmoye wounded people

1 Are safe

HIDT

Fevac n 15 not possthie, finda place to hide svhere the active shooter (s Tess Likely

Your hiding place should
Be aut of the active shooter s vies

Provide protectio shots are fired m your directson

and locked door)

Nat trap you or restret your options For movement
y prevent an active shooter from « NLerng your H'.!‘i‘,; M—iu'

¢ the door with heavy furmt

(Attachment 3)
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Remain cali

rattempl Lo

(Attachment 3)
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HOW TO RESPOND WHEN AW ENFORCEMENT ARRIVES

Law enforcement 15 1c t : shooter ¢ as possible Utficers wall

proceed directly 10 the area in which the last shots wer

Mhcers usually arrv e in teams of four (4]

« O)fficers may we i ) uniforms or external balletproot vests. Keviar helmers

ind other tactical equipment

0N AY7] NEHAY UNOSEY O] MO o

CHhicers may be amyed with riie
HTICers may use pepper o tedr gas 1o control the situat

« Officers may shout commands, and may push indw idals

IHow to react when law enforcement arrives

¢ Remam calim, apd lellow officers instrctions
s Putdown any items iny
ymediately ratse hin
p hanuds visible at alk times
+ Avond King quick movements toward ofti 4 ling on 1o them for satets

e Avond pomting, sereaming and or velh

« [2% not stop toask olficers [or help or direciion when evacuati

chrection from which officers are entering the premises

irmats

T
Lo

= Number of shooters. if more than one

+ Physical descnption of shooter's

ype of we 15 held by the shooter s

he

first officers W acrive o ene will not stop 10 help injured persons. Expect
teams comprsed of additional atficers and emergency medscal pers
officers  These rescue leams will treat and removie any uyured |

upen able-bodied indiyidusls to assist i removir

mee vou have reached 4 safe | soint. youwwill ikely be held in that area

by law éntorcement until the iton 15 under control, and all watr 18 have been identitied

and questioned cove until law entorcement authe s have ructed




FRAINING YOUR STAFF FOR AN ACTINE SHOOTER SITUATION

Fa best prepare vour statf for an active shooter situation. create an Emerpency Action Plan

LEAP)L and conduct timing exercises, Together, the EAP and tammyg exercises will prepare

vour stall 1o eflectively res pong P mimamize kss of

Components of an Emergency Action Plan (IEAP)

reate the BAP with mput from several stakeholders nehuding vour hun

NORLVOLIS STI00HG BALIY Ny MO 44VEQ ¥N0K ONINIVE],

salc areds

antacted under the

An emergency notfication system o alert various paries ol an emergency including
- Individals at remote tocations wathin prenises

nlorcement

Components of Traming Exercises

The most effectve v 10 Eain viour stafl wo re nd toan actiy e shooter Sitaation 15 1
conduct mock Ve erramg erses. Local law enforcement s an excellent

resource in designing tning exergises

he sound of guns

i} 111383 il t i an wher FOOT e 15 witr a]
Reacting gueckiy when gunshots are heard and or when a shooting 15 witnessed

R
Hlack
Fight the shix
Cilling 911
Reacting when law enloregment armves

Adopune the sary vl mind set dunng times of criss

(Attachment 3)




\dditional Ways to Prepare For and Prevent an Aclive Shooter Situation
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PREPARING FOR AND MANAGING AN ACTIVE SHOOTER SITUATION

wir humpar es department and facilny managers s
(1] RCY Stughions “!Liu\.‘”.\‘_: an active shooter seenatio ng or emergency situalions
will b R LY the likelthood of an incident by estithlishing the mechanisms described

helow

Human Resources” Responsibiliies

ground checks

15 of potentially violent behay
< available o emploveées
cdes pohoies and provedures jor det

let achion planring

Facility Manager Responsibilitics

institute acc controls (1 VS, SECUTILY svaten
[Dstribute eritical Hems 1o appropriate managers - employ e fuding
Floor plans
Kevs

- Faality personnel hsts and telephone ntim bers

sardinate with the facihiy's security depariment to ensure the f
cation
Assemble crisis Kits contaming
radios
ftoor plans
untact numbers
tirst md Kits
Hashlig
Place s v Tol ] Sts i emergenuy respon

1 an Smergendy situation ocour

(Attachment 3)




silsation During an eme

! and be pr

mediiie action

Lock and bamicade de

bvacuate stall and <

\ssisting Individuals with Special Needs and or Disabilities

pegial

ndicap-acoe
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RECOGNIZING POTENTIAL WORKPLACE VIOIENCI

An active shooter m your workplace may be a current or (ormer en:
weyuAntance of a current of fonmer emplioves  Intative managers ers may

¢ characlenstics of potenually vic chavior man emplovee | ur Human

Kesources | 'L’J“ irmment 1 you F‘-‘!\i.'\ <canam !"]"'. [

tors of Potential Yiolence by an Emplovee

iployees typically do not just “spap.” but display indicators of potentiall

behavior 2y can often be
treated smplovee mav melad

I5 not comprehensive. por st intended &5 a mechan

or thlegal dru
nexplimed nerease m ahsent vague physical complints
voticeable decrease n attention Lo appearance and hvgsene
epression - withdrwal

Resmtance and overreaction to changes in potey and proce

Repeated violations of company policies
!

without provocdtion
out “putting thmgs in orgder
Ao, (T over dy s agamst me
L home

Esealation of domestic preblems into the workpl: B o

|"=._‘! lem

cvere linancial

o previcus mcidents of y
hy with indisaduals comnsitiin

SEE |11 LI I l[&'-.] comments abou

vioient crumes

(Attachment 3)




MANAGING THE CONSEQUENCES OF AN ACTIVE SHOOTER
STEL AFTON

ter the aglive shooter has been incapacitated and 15 no [onger a threat, human resource

i or management sh 1 engage in post-eyent a sments and acuvities, ek

b

arndd poter

affected

\ssessing the psy cholog af i luals atthe scene. and reterring them 1

i Wi 1
fnedin care '-("'\'U THSES AcCandin

ind filling any criteal personnel ur operational gaps left in the

n a8 d resull af'the

LESSONS I EARNED

facilitate elfectve planmng or future en WS, 1 1S imparant to anal)

(etive shooter situation and create an alter agtic port. The ar s and rer

ontamed in this report 15 usaltil |

umentation Lor

Identifying successes and farlures that o J during th

Providing an anatysis of the elfectiveness ol the existng |

Dieseribing and detimr plan for making im provements ta

References
Satety Guidelnes o ed Subjects. Actuve Shooter Sttuations: Indiana Univer

\ctive iter - Incrdents ¢

X

shtning Strikes (DY Center for Personal Pr ton and Safety

srkplace Violence Desk Relerence. Secu gement Growup International.

N |

3 G Cem com

Blan for Workplace Emerzencies and Eva LIS Pepartment of Lab

1l Health gnd Satewy Admnisiration

(Attachment 3)
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U.S. Department of Homeland Securily

Washington. DC 20528
efsteami@hq.dhs gov

www.dhs. gov/active-shooter-preparedness

‘ W(Attachmenl: 3)
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Pathway to Violence
Warning Signs and What You Can Do

Be Alert to Signs of Trouble

Potential warning signs include:

« Increasingly erratic, unsafe, or aggressive behaviors.

« Hostile feelings of injustice or perceived wrongdoing.

* Drug and alcohol abuse.

* Marginalization or distancing from friends and colleagues.

» Changes in performance at work.

* Sudden and dramatic changes in home life or in personality.
» Financial difficulties.

+ Pending civil or criminal litigation.

« QObservable grievances with threats and plans of retribution.

Appropriate Intervention

8 3
Help ensure the safety of you and your colleagues by:

« Being aware of drastic changes in attitude toward others.

* Taking note of any escalations in behavior.

*  Providing any information that may help facilitate intervention and
mitigate potential risks.

L e

Reach Out for Help

Concerned? Witnessed disturbing behavior?

Contact your supervisor or your human resources department to alert
them of potential dangers and enable them to mitigate any emerging risks.

You are the first line of defense. Report suspicious activity.

in an emergency, always call 9-1-1 or contact local law enforcement.

(Attachment 4)
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